VIRTUAL POLICY ’08: STAKEHOLDER DISCUSSIONS 

At the Virtual Policy 08, the UK government Department for Business, BERR, sought feedback about virtual worlds from a range of international stakeholders in industry, academia and in the public sector. Stakeholders were asked to identify and comment upon some of the key public policy issues arising from the use of virtual worlds which they believed international stakeholders and governments should explore further.  Below is a summary digest of this feedback under four main headings of intellectual property; children in virtual worlds; financial transaction issues and governance issues. NB: A complete overview of policy areas touched upon by the participative web and virtual worlds can be found in “Participative Web and User-Created Content: Web 2.0, Wikis and Social Networking” (OECD, 2007). 

1. Intellectual property

Intellectual property laws were seen to be particularly relevant to virtual worlds, both in the creation of new IP and around the infringement of existing IP rights. 

Terms of service in virtual worlds could inhibit the creation of new IP through restrictive licensing. Conference stakeholders thought government and IGF/OECD stakeholders should study industry terms of service and contractual relationships  for virtual worlds alongside existing IP law to better understand how they inter-related. Here virtual worlds highlight the pre-existing debate over the adequacy of IP law to facilitate amateur-to-amateur transaction and the collective creation of novel works. 

The current IP regulatory regime was seen as inadequate and unhelpful for virtual world developers by conference stakeholders, many of whom were virtual world developers. This was chiefly  because of the uncertainties over “common carrier” issues; the increasing regulatory pressure in an EU context on intermediaries; and the jurisdictional complexities of the regulatory regime which failed to acknowledge the trans-jurisdictional and international nature of virtual worlds and the internet. The onus of liability was seen to vary from jurisdiction to jurisdiction. This created problems for virtual world developers whose interactive environments often spanned many jurisdictions. Conference stakeholders thought the aspiration should be to develop a new legal paradigm which could accommodate these issues. Meanwhile, stakeholders thought that it was likely that users of virtual worlds and other online environments would continue to try and circumvent policies and regulations imposed upon them which they regarded as oppressive. The development of the OpenSim (an open source reverse- engineered versions of Second Life) was seen by some stakeholders as a perfect example of a reaction  by some sections of the user community to bad or repressive regulation. 

2. Children in virtual worlds

Webkinz, Habbo Hotel and Stardoll and other virtual worlds for chidren were identified as experiencing the  highest growth rates amongst virtual worlds – double or treble digit growth, year-on-year. 

Stakeholders thought age verification was a big issue for regulators and parents/guardians, both for social reasons and because, in addition, child-focused virtual worlds have such powerful reach across younger age groups.  The issue of obtaining parental consent was also a major and complex issue for virtual world  developers and other online service providers..  Conference stakeholders believed the risk versus reward issues of allowing children access to virtual spaces needed to be better understood. Parents/guardians needed to be actively engaged. Some stakeholders thought that in engaging parents/guardians, it was important for virtual world developers to carefully segment this key audience into particular target groups; a one-size-fits-all communication approach was not recommended. Other stakeholders believed it was important to engage the wider circle of supervisory care provision to children regarding virtual worlds,  e.g. teachers, peers, service providers etc, in addition to parents/guardians.  Encouraging family groups to participate as a unit in virtual worlds was seen as potentially valuable.  Ultimately, however, stakeholders believed regulators had to recognise and deal with the fact that children were increasingly accessing content from devices– where no parent/guardian would be present. This trend was being accelerated by the increased use of mobile devices for internet access.   

Children’s ability – and often their guardian’s ability- to use technology was seen by conference stakeholders to outstrip their capacity  to understand the implications, ethical and otherwise, of what they were doing.  This needed to be borne in mind by regulators and by parents/guardians.  However, stakeholders also believed virtual worlds could offer innovative  experiences to children and could facilitate children to be more open about their emotional experiences. It would be good if schools and industry could collaborate on the use of virtual worlds – possibly with some government support.

Some stakeholders believed ethically-challenging sites e.g. concerning eating disorders, may present risks but denying children access to these might prove unpopular.  Stakeholders generally agreed that children also needed to take risks to develop, as the Byron Review (a recent UK Government commissioned report into children’s access to the internet and video games) itself had said. A graduated process of risk-taking, where children as they got older were allowed more hands-off supervision by adults as they would in a playground was  seen as a good model.  The provision of “in-world” councillors for children by Sulake in Habbo Hotel was viewed as good practice by some stakeholders.


3. Financial transactions & electronic money

A growing complexity of virtual economies and financial transaction models were identified – micro-payments, subscriptions, trading in virtual assets both in-world and out-of-world, etc.  Some transactions involved purely in-world trading with virtual currencies or exchange of virtual assets; others involved virtual currencies or goods converted into real money. All these had increasing implications for real world money flows, taxation and regulation. 

Conference stakeholders thought that some of the relevant legislation was showing its age and did not translate well into the virtual world environment. Regulations for electronic money had been drafted 10 years ago and were based on a more traditional view of financial institutions, not on virtual world developers and game providers creating their own economies and/or related currencies. 

The values of individual trades in virtual worlds were seen by stakeholders as being of such small value  that they were not worth regulatory intervention,  even if the risk to consumers was high because of the anonymity factor where individuals  used pseudonyms or avatars as was customary in many online social spaces.  The vast majority of VW currencies were not redeemable, only at best exchangeable for in-world items. Conference stakeholders were clear that virtual world developers were not banks, even if they accepted money from a user to play and facilitated transactions which enabled people to engage in commerce. Stakeholders believed this was merely providing a service.   

Stakeholders believed governments needed to decide whether they wanted to encourage economic activity in virtual worlds or not. Governments also needed to determine at what point regulators should intervene because there had been too much spill-over from the in-world economy into the national, real-world economy? The likely general rule would be that the more closely connected the virtual world activity was to real life, the more financial regulators and authorities would take an interest in them.  Some stakeholders also thought that the user to user (ie horizontal) relationship connected to a virtual world may be of more interest to regulators in future than the virtual world developer to user (ie vertical) relationship.  These relationships might also be more complicated to monitor and to regulate. 

Some stakeholders were aware that there seemed to be a perception that virtual worlds were the “wild west” in terms of electronic trading and e-money. However,  the reality was that virtual worlds were highly monitored and tracked, and any change into hard currency occurred via understood and regulated mechanism and third parties.In-game currencies supported many aspects of the game-play and in-game trade. They were not usually redeemed for real-world currency, since this would break the immersion of being in the game. 

4. Governance

Governance of virtual worlds was seen as a complex mix of industry self-regulation, user-licence agreements (ULAs), codes of conduct and regulation by national jurisdictions. 

Opinion was divided amongst conference stakeholders about whether virtual worlds should be treated in law as a specific classification for regulatory purposes or should fall instead under broader rules for internet-related technologies, with more specific codes of practice that could be easily updated. Virtual worlds were seen by stakeholders as particularly vulnerable to regulatory pressures because they were comparatively new and had less lobbying power with regulatory opinion-formers. Some stakeholders believed that virtual worlds should be treated differently to other hosting providers because they conveyed a sense of “place”; because they could span across national jurisdictions and because they might have their own economies attracting taxation liability.  Stakeholders believed industry and government should get together to identify and discuss what is different about virtual worlds in these respects. 

Establishing jurisdictional responsibility in virtual worlds was seen as very difficult, although there were some indicators that could be used.  Because of the regulatory uncertainties around virtual worlds, conference stakeholders thought consumers must use caveat emptor and service providers needed to be very clear in their communications with users about their terms and conditions of entry. 

Virtual worlds were seen by stakeholders as international in their coverage/reach, so they necessarily straddled various jurisdictions. Before any new regulation was considered,  stakeholders believed governments and regulators needed to be clear about whom it was they were trying to protect in virtual worlds.  It would be helpful if governments were to draw up a list of existing laws that already pertained to virtual worlds in their jurisdictions.  They also needed to acknowledge the principle of consensuality ie consumers will have voluntarily given their consent to joining these virtual worlds. Some stakeholders believed that clarification/reform/repair of the old regulatory regime should be given priority rather than moving to new laws. Existing laws were however seen by some stakeholders to be adaptable enough to cope with virtual worlds without any need for new regulation.  Stakeholders believed self-regulation and game-company “regulation” or governance frameworks should be seen as important parts of the mix. Regulation was regarded as being ineffective without proper enforcement. Stakeholders believed that international stakeholders and governments needed to give equal attention to  adequate enforcement procedures.   

Stakeholders believed the variety of models of virtual worlds added to the difficulty of definition. This in turn hindered the development of appropriate regulatory approaches.  There was a risk, conference stakeholders thought, that if the regulatory response by governments was aimed too specifically and prescriptively at one particular  type of virtual world, it might inadvertently undermine other types of virtual worlds not in its sights. .  

Clear and well-thought-through induction procedures for new entrants to virtual worlds were regarded by stakeholders as very important, as was education aimed more generally at consumers about virtual worlds. Stakeholders understood that people joined virtual worlds because they were  different from the real world.  

Some stakeholder thought the sports analogy was useful in describing governance of virtual worlds. . A rugby tackle would be a common assault if it happened on the street. Sports were regulated, and players could be penalised, but the authority was ceded to some degree to the supervising sports body, not to the police. Equally, hard laws would not be appropriate in the virtual worlds’ context.  Intentionality, value and context were seen as key to determining what were appropriate behaviours and activities. 

Virtual Policy ’08 – Summary of Policy Discussions – Page 5 

